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Abstract
Identification and managing of variety of risks
during the complete product design, development
and delivery process are challenging. It covers the
‘product value stream’ in engineering projects
including partners, suppliers, research and
development,
design
and
manufacturing,
marketing, purchasing, service and support
personnel and customers. This, coupled with the
relationships that have developed between a
purchasing company and its suppliers as well as
with its customers, resulting in networks or supply
chains that are more exposed and vulnerable to
detrimental events. In this paper, a process of
supply chain risk management literature is
reviewed with an emphasis given to the risk
identification process. Accordingly a framework is
developed to categorize the sources of risks into
three main areas – environment, supply chain and
organization with unique risk classifications. This
framework can be used as a risk identification tool
as well as a route to establish inter- and intrarelationships between various risk factors.
1. Introduction
The management of risks in multi-site, multipartner (MSMP) engineering projects has attracted
interest from both academia and practitioners. In
Project Management Body of Knowledge
(PMBOK), Risk Management has been indicated as
one of the eight main areas to consider (1). Risk
Management is a process which covers the life
cycle of Product Design, Development and
Delivery (PD3). Project planning, organising,
managing and controlling phases must cover (PD3)
in depth where several risks are housed. Most
authors emphasise that it is important to understand
exactly what is meant by risk before it can be
managed. There are numerous definitions of risk
which have changed only little over the decade
focusing on the likelihood of occurrence and the
degree of impact of a negative event adversely
affecting any activity (1,2,3,4,5,6).

The
new
technologies,
computing
and
communication have become indispensable in every
aspect of the design and manufacturing process,
leading to structural changes in social and
economical dimensions. Internet technology has led
to e-Manufacturing which boosted tremendously
marketing and sales operations of organisations but
not operational aspects of manufacturing. Through
B2C (business to customer) and B2B (business to
business), customers and businesses have become
interconnected carrying out fast on-line transactions.
The full scale involvement of manufacturers at
operational levels has not been achieved yet due to a
lack of complete understanding of the project life
cycle. According to Tseng et al(14) this is mainly
because every aspect of engineering design and/or
manufacturing capabilities have not been linked with
customers and suppliers proactively throughout the
(PD3) process and collaborating across boundaries.
The significant impacts would be on three major
areas, namely:

1. Speed of decision (the exchange of information
including requirements, drawings, models, test
results, etc. dramatically reduced time to market,
cost of uncertainty and inventory in product
design and development).
2. Expansion of scope (the web inter-connectivity
integrated contributions to product design and
development regardless of time, geographical
distances, stakeholders, suppliers and customers
anywhere around the world).
3. Degree of concurrency (people as well as
machines can interact in parallel inside and
outside of organisations, anywhere around the
world).
Engineering projects inherits several risks due to
knowledge sharing, decision sharing, process sharing
and resources sharing. Thus, to transform from
designing products to designing the complete (PD3)
process – is rewarding but challenging as well,
introducing several risks to manufacturing projects.
This paper reviews the published work in supply
chain management and proposes a framework which
can be used as a risk identification tool as well as a
route to establish inter- and intra-relationships
between various risk factors in MSMP engineering
projects.

Identification of risks are considered by many
authors to be the most important element of the
complete (PD3) process, as once it has been
identified it is possible to take action to address it
(7,8,9,10,11,12,13). Thus, the success of the
identification process to a very large degree is
dependent on the “complete understanding of the
engineering projects in a multi-partner, multi-site
environment” as discussed in this paper.
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2. Collaborative Engineering Approach
Nowadays, the possibility to reach anywhere and
anyone immediately through internet is very
economical.
The instant transmission of
information between every partner of a project as
well as the flexibility of manufacturing systems
helps manufacturers avoid several risks. Designing
the complete (PD3) process approaches customers
as an important stakeholder and consider suppliers
as partners. This is intended to extend
manufacturing capability while focusing on core
competencies of each. The paradigm then is to
view design as teamwork and achieve collaborative
effort through effective communication among
geographically distributed partners. The dilemma
then is information sharing, collaborative decisionmaking, compatibility of processes and resource
sharing, leading to enhanced effectiveness and
efficiency of the product design and development
on one hand, while introducing new risks on the
other. For example, initial studies of merging two
big truck companies in Sweden, Scania and Volvo
showed that out of 150 important terms used in
their product design, only five were common to
both companies. Still those five didn’t have exactly
the same meaning (15,16).
A methodology to analyse a collaborative design
process and management of product design
conflicts was developed by Lu and Cai (17,18).
Within the context of new e-Manufacturing, the
design style must be changed from the “Design
OF” in the past, through the “Design FOR” at
present, to the “Design WITH” in the future (14).
The key feature of “WITH” approach is that
designers continuously and collaboratively
negotiate their decisions with all other stakeholders
around the globe across the Internet. Collaborative
negotiation requires communication, consideration
and collaboration supports beyond those traditional
design approaches, which relied on iterations.
Lu and Cai (17) proposed Engineering as
Collaborative Negotiation (ECN) paradigm to
address this problem of collaborative design in the
new e-Manufacturing era. ECN is an interactive coconstruction
process
where
decision
interdependencies, mutual adjustments, conflict of
priorities, misunderstandings etc. are investigated.
Under the ECN paradigm, the socio-technical
framework (STF) was developed for collaborative
design (17), which takes the view that engineering
design is a “technical” activity with a “human”
purpose.
Modern engineering design always
involves multiple stakeholders with competing lifecycle concerns, and hence, is a complex sociotechnical activity. In today’s collaborative design
environment, the number of project participants has
been increased and the nature and means of
collaboration has been changed with different
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participant backgrounds, interests, expertise,
behaviours, cultural features, etc. This complexity is
greatly multiplied in the e-Manufacturing economy,
because the World Wide Web facilitates coupling,
promotes conflicts and communication problems
among project teams with different educational,
cultural and social backgrounds(14).
Particularly with e-Manufacturing, the number of
participants has increased. For example, supplier
collaboration early in the design reduces products
lifecycle cost and extend company’s ability beyond
its traditional boundaries for improvements and to
improve total cost of doing business together (17).
Hence, to increase the chances of success for
manufacturing organisations, Jin and Lu (18)
emphasised the importance of collaboration between
project partners during engineering design especially
in these three areas: task decomposition and
representation, communication infrastructure and
collaboration support. Indeed, in order to face a
growing demand for low cost, high quality, reliable
and flexible product designs, new logistics strategies,
which advocated the establishment of cooperative
and strategic buyer-supplier relationships were
developed thus revealing the resulting benefits of
such cooperation. The term supply chain was coined
and supply chain management progressively evolved
from material management to include the physical
distribution and transportation functions. Thus, the
improvement initiatives have intended to make the
entire value chain, the network of organizations that
are involved, through upstream and downstream
linkages, in the different processes more efficiently
by exploiting the supplier strength and technology as
well as developing collaboration between distribution
and transportation functions (19). This collaboration
will eventually lead to competitiveness of
organisations, due to better knowledge utilisation and
sharing with every project partner and incorporating
the changing design style from the “Design OF” in
the past, via the “Design FOR” at present, to the
“Design WITH” in the future.
3. Supply Chain Related Risks
Although the international standards acknowledge
both upside and downside aspects of risk, majority of
the authors consider only the latter, thus focusing on
events with adverse consequences, and in order to
tackle circumstances leading to benefits refer to
opportunities. Furthermore, in the literature, supply
chain risk is not precisely defined and tends to be
amalgamated with the risks arising from the supplier
and then threatening the operations of the purchasing
companies. It is perceived in the current literature as
an approach to identify and assess the supply chain
vulnerabilities, and define mitigation strategies
accordingly (20,21), rather than a process to identify
the uncertainties faced by supply chain partners and
the resulting trade-offs between the potential benefits
and losses, as it is considered in this research carried
out by the authors of this paper.
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Although the precaution is taken in the
international standards not to make this confusion
by defining the latter as risk treatment, the
literature with regard to supply chain risk is not
always as precise and generally refers to both
aspect of the definition, as illustrated by the
definition of supply chain risk management
provided by Peck (2002).
Identification and management of risks for the
supply chain, through a coordinated approach
amongst supply chain members aim to reduce
supply chain vulnerability as a whole. Zsidisin et
al. (2004) and Tang (2006) mentioned the the lack
of research covering several aspects of supply
chain vulnerability. Thereafter, more research has
been published with regard to supply chain risks
and more attempts have been made to provide a
risk management process. Jüttner et al. (2003)
proposed not only a basis with a four-step
managerial process, but also recommendations for
future research in order to develop this approach
(24). As in majority of the research that follows,
the authors do not intend to define the process itself
but rather to provide recommendations for its
References
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implementation as well as the tools and methods that
can be used in each step, as illustrated in the article
of Deleris et al. (2004) which provided a
comprehensive summary of their approach by
defining not only the process but also the tools to be
used with the information needed and ultimately the
results of each step (25). Some researchers
emphasized the importance of risk management to be
a reactive approach to risk, but definitely indicate the
importance
of
the
proactive
process
(19,20,22,23,26,27,28,29,30,34). The key role of
Collaborative engineering approach was also
emphasized.
Many typologies have been proposed and discussed
in the literature as summarised in Table 1. Three
main classifications have been identified based on
the type of risk. The first one is based on the
classifications according to the type of risk (29, 30,
31, 32, 33, 35). The second classification is from the
supply chain viewpoint which is summarised in
Table 1 (19,25,26,27,36,37,38).

Table 1: Classifications from a supply chain viewpoint
Classification
Definitions
Internal to the supply chain
Arise from interaction between constituent organizations
across the supply chain
External to the supply chain
Arise from interactions between the supply chain and its
environment
Level 1 – Value stream
Workflows and information flows
Level 2 – Asset &
Fixed and mobile assets needed to produce and carry the
Infrastructure
goods and information flows in level 1
Level 3 – Organization
Contractual and trading relationships
Level 4 - Environment
Wider macroeconomic and natural environment within
which organizations do business, assets and infrastructure
are positioned and value stream flows.
First-level factors
Directly affect the outcome, but not within the control of
Supply
the firm nor always directly related to its supply chain but
Transportation
affect the outcome values
Production
Storage
Demand
Structural factors
Second level factors
Affect the value of the first-level factors. For each firstlevel factor, the second-level factors are man, machine,
infrastructure
Risk factors
Internal or external uncertain events that cause or worsen
Operational/technological
supply chain disruptions through their effect on first- and
Social
second-level factors
Nature/hazard
Economy/competition
Legal/political
Physical network
Actual movement and flows within and between firms,
transportation, service mobilization, delivery movement,
storage, and inventories
Financial network
Flows of cash between organizations, incurrence of
expenses, and use of investments for the entire
chain/network, settlements, A/R and A/P processes and
systems
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Classification
Informational network
Relational network

Innovational network

Kleindorfer and
Saad (2005)

Veenstra et al.
(2006)

Supply & demand
coordination
Normal activities disruptions
Operational contingencies
External
Internal
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Definitions
The processes and electronic systems, data movement
triggers, access to key information, capture and use of
data, enabling processes, market intelligence
The appropriate linkage between a supplier, the
organization and its customers for maximum benefit;
includes internal supply matter relationships throughout
the organization
The processes and linkages across the firm, its customers,
suppliers, and resource parties for the purpose of
discovering and bringing to market product, service, and
process opportunities

Equipment malfunctions, unforeseen discontinuities in
supply, human-centred issues from strikes to fraud
Sources of risk that are outside the scope of the supply
chain
Internal to the companies in the supply chain, but not
related to supply chain processes

The third classification is from an organisation’s
point of view. Kiser and Cantrell’s framework
(2006), considers internal and external risks in
relation to the individual firm, thus considering the
supply chain risk as external. This distinction has
been made to specify who has to take actions in
order to manage a particular risk (19). Jüttner et al.
(2003)’s framework covers some organizational
and supply chain related risks (24).

terms such as vulnerabilities or other negative
terms.

In addition to those three different types of
classification, other frameworks that do not fall
into one of these categories have been identified
(39,40,41). In conclusion, majority of the
classifications presented have, in fact, been
designed with the objective of classifying risk and
not the sources of risk. However, as mentioned
above, risk is a multidimensional concept, and a
classification that proves suitable for the causes
may not be adequate for the consequences.
Moreover, in some cases, the criterion according to
which the differentiation has been made is not
clearly stated which renders the taxonomies
difficult to use by a third person. This is
emphasised by the lack of clear definition of the
categories and their boundaries, most of the
classifications being defined through examples.
Furthermore, while some classifications tend to be
very specific (eg, type of risk) others are much
more general (eg, internal vs. external). It is
believed that in order to make a comprehensive and
directive framework that will enable to identify and
understand as many risks as possible a mix of
broad categories and more specific one should be
use, i.e. the broader categories must be sub-divided
as far as possible, without losing the generality of
the framework. Additionally, majority of the
authors only consider downside risk and this is
reflected in their typologies through the use of

4. Methodology

Accordingly, this paper proposes a framework by
utilising all the categories mentioned above
together with the risks that the supply chain
network can be exposed in MSMP engineering
projects, aiming to provide the most comprehensive
list of potential sources of risks.

4.1 Supply Chain Framework
A framework is built based on Jüttner et al.’s
framework (2003) as shown in Figure 1. However,
as previously mentioned, the broad categories
should be further divided, as it is believed that it
can allow a focus on a particular area and therefore
the identification of more uncertainties. In order to
achieve this, Miller’s classification (42) has also
been utilised. The next three sections aim to present
and define the risk areas that compose this
framework as well as the subcategories.
4.1.1 Environmental factors
The environmental factors are the parameters that
affect a company’s and its supply chain’s
performance as a result of a third party’s (i.e., not
part of the supply chain) activities; therefore they
are not in control of the supply chain or a firm and
cannot be avoided, but only mitigated. Table 2
summarizes environmental factors covered in the
framework.
4.1.2 Supply-chain related factors
These factors represent events arising within a
particular supply chain of an industry since they
may result from activities either upstream or
downstream in this particular supply chain. It is
summarised in Table 3 with related examples.
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4.1.3 Organizational factors
The organizational factors are the conditions
specific to an individual firm in the supply chain
and are in control of this firm only. They are
summarised in Table 4.
4.2 Propositions
Once potential risks have been identified, the
relationships between them need to be established
in order to appraise the probability of
materialization of any scenarios to occur and the
magnitude of the potential consequences for
establishing a structured risk management process.
Several outcomes of a MSMP engineering projects
have been developed to ensure covering all
potential risk factors to ensure “in the right
quantity, to the right place, at the right time in a
cost effective manner” (43, 44, 45). A backward
approach of the potential risks causes are
established, and then, from these causes more
outcomes can be generated with the development

of what-if scenarios. An example is given in Figure
2. The use of cause/effect relationships allowed the
traceability of the risks to be captured resulting in a
total of three tools to be developed. These are cause
versus consequence matrix, fault tree and event tree
analysis and influence diagrams.
4.2.1 Cause versus consequence matrix
The matrix developed displays the potential causes
of risks on the vertical axis and the consequences
on the horizontal axis. The relationship between
two factors is displayed by ticking the box at the
intersection points. It can also be used as a tool to
map the supply chain relationships already
identified and then identify the areas that need
further analysis. Due to space restrictions these
tables cannot be displayed in this paper. Moreover,
this matrix could also be used for risk estimation by
adding a third dimension in order to display the
magnitude of the risk.
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Table 2: Sample of environmental factors
Examples

Risk Area
CONFLICT

Coup d’état, terrorism, war

GOVERNMENTAL

Fiscal & monetary reforms, government actions/policy, government change,
inadequate provision of public services, legal risk (corporate social
responsibilities), political stability, poor infrastructure, pressure groups actions (non
governmental groups or organizations), regulation (current & change), threat to
government

MACROECONOMICS

Currency devaluation, economic activity, economic slump, economy stability,
exchange rate, firms closing down, globalization, inflation, level of trade barriers,
multilateral agreements, price (control and change), terms of trade, unemployment
rate

MARKET
CHARACTERISTICS

Complementary goods availability, level of competition, market capacity, market
stability, mass customization, new entrants, new market opportunities, number of
customers, number of qualified suppliers, raw materials availability, speed of
change, substitute goods availability

NATURAL
ENVIRONMENT

Country’s natural resources, disposal/recycling, environment preservation, global
warming, natural resources depletion, pollution, waste generation

NATURAL
PHENOMENA

Geological phenomenon, meteorological phenomenon

SOCIO-CULTURAL

Culture, demonstrations, labour dispute, labour unrest, riots, social concerns, social
stability

TECHNOLOGICAL
DEVELOPMENT

IT dependence, new technologies

Risk Area

Table 3: Sample of supply chain factors
Examples

DELIVERY

Border crossing, damage in transit, delivery date, delivery failure (wrong location, time,
quantity), handling, no incoming material, transportation lead time (delays), route
(choice, change), transportation disruption, transportation modes (choice, change)

DEMAND

Change in customer tastes/needs, customer satisfaction, customers expand forecast,
demand for performance, demand for variety, demand level, demand pattern regularity,
demand predictability, demand volatility, loss of customer, service level

INFORMATION
SYSTEMS

Incompatibility of information systems, information quality, information security,
information sharing initiatives failure, information sharing systems implementation,
information technology control failures, transaction complexity, transaction velocity

PROCUREMENT

Batch purchasing, bullwhip effect, erroneous order form, forward buying, procurement
costs, product availability, purchasing cycles fluctuation

RELATIONS

Blurring boundaries, contracts, control, coordination, demand knowledge, dependence,
inertia, information sharing, ownership, supply chain complexity, supply chain design,
supply chain facilities, supply chain understanding, TQM program, trust, upstream
company training in quality

SUPPLY

Financial stability, global sourcing, interruption of supply, obligation to other customers,
quality, sole sourcing, supplier location, supplier’s flexibility, supplier’s operations,
supply lead time
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Table 4: Sample of organizational factors
Examples

CORPORATE

Claim to tribunal, compliance with regulatory environment, credit uncertainties,
financial performance, fines, improper investments, loss of business, reputation, sales,
taxes

HUMAN
RESOURCES
MANAGEMENT

Culture (resistance to change), employee availability, employee safety, key employee
experience, managerial or employee self-interested behaviour, opportunistic behaviour,
personnel reduction (lay off), reward for entrepreneurial risk taking, training
programme

OPERATIONS

Accidents, adequate processes, asset impairment, automation, core competence,
damage, defective product, destruction, equipment maintenance, equipment
malfunctions, equipment obsolescence, flexibility, losses, production interruption,
production lead time, production or technological change, productivity variation,
quality consistency, rework

PRODUCT
CHARACTERISTICS

Innovation, manufacturability, nature of product application, new product
development, new product introduction, PLC, product variety, product/process
complexity, product/process design change, time-to-market, uniqueness of
product/process, unpredictable cycle times, use of common components

PRODUCTION
PLANNING
and CONTROL

Buffer stock, capacity constraint, forecast accuracy, forecast horizon, forecasting
difficulty, distortion, inventory control accuracy, inventory level, obsolescence rate,
planning methods adequacy, replenishment lead time stability, scheduling methods,
information adequacy, volume/mix requirement change

STRATEGY

Centralisation of production/distribution facilities, choice of partners, concurrent
engineering, cost focus, focus on efficiency, focused factory, lack of mitigation &
contingency plans, lean manufacturing, logistics conceptual choices (eg, JIT),
marketing strategies, objectives, outsourcing, pricing, quality focus.

4.2.2 Fault tree and event tree analysis
Event tree and fault tree analyses (ETA/FTA) were
carried out to display the sequential order and
combination of events, as well as conditional
circumstances, that lead to a particular risk; thus
enabling risk traceability. Whereas, the lack of
flexibility have been the limitations for both the
causes versus consequences matrix and ETA/FTA,
since they offer a static representation of what is
supposed to be a dynamic problem. Therefore the
third tool to be tested is system dynamics
modelling based on influence diagrams.
4.2.3 Influence diagrams
Detailed influence diagrams have been developed
using the risk framework described in section 4.1
and different risks identified in the literature.
Vensim- Dynamic modelling software was used to
develop a total of 33 influence diagrams. They
display the complex relationships between the three
major classifications, risk areas and subcategories
and related other factors. At this detailed level, as
far as possible, the relationships within a
subcategory have been allocated a polarity in order
to explicit the relationship that link two factors.
That is to say; Reinforcing behaviour (+) is the
causal factor which supports its consequences, i.e.

an increase in its level increases the consequence
magnitude. Similarly, Balancing behaviour (-) is
the causal factor which adversely affects the factor
it is linked to; its increase reduces the consequence
magnitude. When no polarity exists, the influence
will depend on specific circumstances. For example
a change in customer taste (or need) impacts on the
demand level, but depending on the reason for this
change, an increase or decrease in demand can
result. To avoid such situation, the factors should
be defined more precisely.
The numerous advantages of influence diagram
representation is worth the excessive time spent by
the authors to build the process and related models.
Indeed, the relevance of the factors displayed and
the accuracy of their definition and labelling have a
major impact on the quality of the analysis, as
subsequent steps, i.e. data collection and
simulation. As a consequence, matrices developed
to structure the relationships between different
factors proved really useful not only to identify and
understand how risk triggers but also to define and
establish linkages. Two of the diagrams developed
are shown in Figures 3 and 4.
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5. Conclusions
A framework developed is presented in this paper
to categorize the sources of risks into three main
areas – environment, supply chain and organization
with unique risk classifications. This framework
can be used as a risk identification tool as well as a
route to establish inter- and intra-relationships
between various risk factors. The framework and
tools developed in this research is planned to be
further utilised in a software called “Risk Mapping
and Assessment System” (IRMAS™) which was
recently developed covering most of the gaps to
enhance its supply chain management features (47).
Most of the existing commercially available tools
for risk management are mainly designed for risk
analysis and assessment. Several Commercial-Offthe-Shelf (COTS) software for risk management
were evaluated by the authors and only a few of
them were found to have some features to be
utilised for risk identification (46). For instance, the
available COTS software lacked capabilities to
support project managers in a MSMP engineering
environment to identify, analyse and mitigate risks
during the life cycle of the project. There are no
COTS software available that can capture and reuse
the lessons learnt from previous projects, case
studies and best practices, to utilise and share the
previous as well as existing knowledge and
experience within the companies with an extensive
supply chain knowledge and implementation. The
(IRMAS™) system will be commercially available
as Intelligent Risk Exchange (IREX).
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